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IMamsaTka a5 00yyaromuxcs 06 HHGOPMAIMOHHOI 0€30IIACHOCTH AeTeil

Henb3s

1. BceeM mozpsy coobmaTe CBOK 4YacTHy:0 HHGBOPMAIHIO (HACTOSIIHE
uMst, aMuIInIo, TenedoH, afpec, HoMep MKOIEI, a Takke GoTorpabun CBOHU, CBOEH
CEMBH U py3eii);

% OTKpHIBaTh BIOKEHHBIE (DAMIIBI 3JIEKTPOHHO ITOYTHL, KOT/Ia He 3HAEIb
OTIPABUTEIS;

3. ['pyOuTs, IpUAMpPaTHCS, OKA3BIBATH NABIEHUE - BECTH CEOS HEBEKIIUBO
U arpecCUBHO;

2, He pacriopsokalics neHbramu TBoeit ceMby 6€3 paspelie s CTapIIyX -
BCEeTa CIpalluBail poIuTeNei;

5. He Bcrpewaiica ¢ MHTepHET-3HAKOMBIME B PEANbHOH JKHU3HH -
IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY JIOBEPSIEIIIb.

OcTopoxHo

1. He Bce mumyt mpasny. Ynraems o ce6e menpasny B MHTepHeTe -
COOOLIM 06 3TOM CBOMM POIMUTENSM HITH OIEKyHAM;

2. IIprriamaroT nepenucrIBaThCs, HIPaTh, 0OMEHUBATECS - IPOBEPH, HET
M IO/IBOXA;

£ Hesakonnoe xonmmpoBanue daiinos B MHTEpHETE - BOPOBCTEO;

4. Beeryia pacckassiBail B3poCabIM 0 mpoGiaeMaX B CETH - OHM BCErIa

IIOMOTYT;

3. Vcrionb3y#i HaCTpOHKH O€30MACHOCTH M TIPUBATHOCTH, YTOOHI He
TOTEPATH CBOM aKKAYHTBI B COICETAX U JPYTUX MOPTaaX.

MosxHo

1. YBaxali Ipyrux moms3oBateneis;

2. [Tonp3yenibest UHTEpHET-HCTOUHUKOM - fenai CCBUIKY Ha HETro;

3. OTKpBIBail TONBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. Obpamarecs 3a MOMONIBIO B3POCIBIM - POIMTENHN, ONEKYHBI H

dIMUHHACTpALUA CalTOB BCCraa nmoMoryT

Unpopmaumonnas mamsarka ais 00y4aroLuxcs AJIs pa3MelleHns Ha
opHuIMATLHBEIX HHTEPHET-Pecypeax

KomneroTepusie Bupycs

KoMIBIOTEpHBIH BUPYC - 3TO pasHOBHAHOCTS KOMIIBIOTEPHBIX HPOTPaMM,
OTIIUYMTENBPHON 0COOEHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTD K Pa3MHOXEHHIO.
B nomonuenue x stomy, BEpycH Moryt IIOBPETUTH MJIM MOJHOCTBIO YHHYTOKHUTH
BCE (haiiiibl U JJAHHBIE, TIOAKOHTPONBHBIE II0JIb30BaTEI0, OT UMEHH KOTOPOro ObIIa
3allyliCHa 3apa)XCHHAA IPOrpamma, a TakkKe HOBPEIUTh WM JaXKe YHHYTOXKHUTH
OLCPAIIMOHHYIO CHCTEMY CO BceMH (haiiamu B IIeIOM. B GONBINMMHCTBE CIydaes
PaCTIpPOCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTOIlbl 3aIlIUTHI 0T BPeAOHOCHBIX nmporpamm:



1; Wcnomb3yil COBpPEMEHHBIE —OIIEPAIMOHHBIE ~CHCTEMBI, HMCIOIINE
CEphe3HbIH YPOBEHb 3aIIUThI OT BPEIOHOCHBIX IIPOIPaMM;

2. [IocTOSIHHO ycTaHaBiuBail madtd (Uu@poBbIe 3aIlIaTKH, KOTOPBIC
ABTOMATHYECKH yCTAHABIMBAIOTCA C IENBIO HOPaOOTKH IMPOrpaMMbl) M JIPYTHE
OOHOBJIEHUS CBOCH OIEpALMOHHOM cucTeMbl. CKaYrBai UX TOJIBKO C o(HUITIaIBHOIO
caiita paspaboturka OC. Ecnu cymiecTByeT pekiM aBTOMaTHICCKOTo O0OHOBJIEHUS,
BKJIIOUH €T0;

3. Pa6oraii Ha cBoeM KOMIIbIOTEpE IIOJ IIpaBaMy II0JIb30BATCILA, a HE
aIMMUHACTPATOpPa. OJTO HE IIO3BOIMT OONBIIMHCTBY BPEIOHOCHBIX IIPOIPaMM
MHCTAJUIHPOBATHCA Ha TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4.  Hcnonp3yil AHTHBUpPYCHBIE IIPOTPAMMHBIE IPOAYKTBI M3BECTHBIX
[IPOM3BOJHUTENEH, C ABTOMATHYCCKIM OOHOBIEHHEM 023;

5 Orpannyb (U3HIECKUH JOCTYII K KOMIIBIOTEPY IS TOCTOPOHHMX JIALL

6.  Vcmomp3yll BHENIHME HOCHUTENIM HMH(OpMALHHU, TaKhe Kak demnka,
nuck uny (aiia U3 UHTEepHETa, TOIbKO U3 IPOBEPEHHBIX NCTOUHHKOB,

7.  He OoTKpbIBail KOMIBIOTEPHEIE (aiibl, MOTYICHHBIC U3 HEHAMCKHBIX

HCTOYHHUKOB. J{axe Te (aiiibl, KOTOphIE IPUCIAl TBOM 3HAaKOMBEIH. Jlydirne yToqHU
y HEro, OTIPABJISLI JIM OH Te0e HX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ Iepenadu TaHHBIX, HE TEXHOJIOTHA, & BCETO JINIIb OpeHp,
mapka. Emie B 1991 romy HuaepiaHackas KOMIIAHHWS 3aperucTpHpoBaiia Oopenn
"WECA", uro o603Hauano ciosocoderanue "Wireless Fidelity", KOTOpKIH
TIepeBOAUTCS Kak "GecIpoBOIHAsS TOYHOCTB" .

JTo HamIero BpeMeHH JoIia apyras abopeBuarypa, KoTopas ABIACTCA TaKOU
e Texuomorwmeil. dto ab66pesmarypa "Wi-Fi". Takoe HazBaHue OBLIO JAHO C
HaMeKOM Ha CTaHAapT BeIcuiel 38ykoBo# TexHukH Hi-Fi, 4To B mepeBOJic 03HAUACT
"BBICOKAs TOYHOCTD .

Jla, OecIIaTHBIM HHTEPHET-IOCTYI B Kade, OTENIX M adpOIOpTax ABJIACTCH
OTIIMYHOM BO3MOXKHOCTBIO BBIXOa B HHTepHET. HO MHOTrHE 9KCTIEPTHI CYUTAIOT, YTO
obmenocTynusie Wi-Fi ceTr He SBIAIOTCS 0€30I1aCHBIMH.

CoBeThbI 10 Ge30macHoCTH paboThl B 0611e10CTYNHBIX ceTax Wi-fi:

1.  He mepenasaii cBOI JWYHYH HHGOPMAIMIO Hepe3 OOMIENOCTYIHEIE
Wi-Fi cetu. Paborasg B HUX, )KellaTeIbHO HE BBOAUTE ITAPOJIM AOCTYIA, JIOTHHBI 1
KaKHe-To HOMEpa,

2. Ucnons3y# U oOHOBIAM aHTUBMPYCHBIE IIPOrpaMMBI M OpaHaMayep.
Tem caMbIM ThI 06e30MacuIlb ce0s OT 3aKauK BHPYca Ha TBOE YCTPOHCTBO;
3. IIpu ucnons3zopanun Wi-Fi otkmodn ¢ynxmuro "OOmui HOCTYI K

(aiimam u mupunTepam'. JlaHHad (QYHKIMSA 3aKpbITa IO YMOIYaHHIO, OJIHAKO
HEKOTOPHIE [T0JIL30BATENN aKTUBHPYIOT €€ JUIA yI00CTBa MCIIOIb30BAHN B pabore
uiu yueoe;

4. He ucnonesyit nmyomwanasii WI-FI s mepenadu JIMYHBIX TaHHBIX,
HaIIpUMep [UIS BBIXOA B COITMANIbHBIE CETH MIIM B QJIEKTPOHHYIO MOYTY;
5. Hcmonp3yi TOMBKO 3AIMUINEHHOE COCAMHECHHUE 4epe3 HTTPS, a ne

HTTP, t.e. mpu Habope Beb-aapeca BBOAU UMEHHO "https:/";



6. B mobumpHOM Tenedone oTkir0ud QyHKIHIO "[IoAKIH0UeHHe K Wi-Fi
apToMaTnuecku". He momyckail aBTOMAaTHYECKOIO ITOAKIIFOYCHI YCTPOMCTBA K
cetaM Wi-Fi 0e3 TBOEro coriacus.

CornpalibHblE CETH

ColabHbIe CETH aKTUBHO BXOIAT B HAITY XXH3Hb, MHOTHE JIFO/H paboTaroT
¥ JKUBYT TaM TIOCTOSHHO. MHOTHE M0/Ib30BaTEeN! HE MOHAMAIOT, 910 yHGbOpMAaIu,
pasMeleHHas UMM B COIMATbHBIX CETAX, MOXKET OLITH HalileHa ¥ UCII0JIB30BaAHA KEM
YTOIHO, B TOM 4HCIIE HE 0053aTeIBHO C OJIariMK HaMEPEHUIMH.

OcHOBHBbIE COBETHI MO 0e30IMACHOCTH B COMATbHBIX CETHX:

1. OrpaHddb COUCOK Apy3ed. Y Teba B HPy3bAX HE JIOJDKHO OBITH
CITydaiHBIX U HE3HAKOMBIX JIFOJICH;
2 3ampmail CBOK YacTHYIO Ku3Hb. He ykasplBai Iapoiy, TenehOHBL,

agpeca, JaTy TBOEr0 pOXACHWA M Ipyryio  JIHIHYIO nHGOPMAILIHUIO.
3/10yMBIIIIEHHHKH MOTI'YT HCIIONB30BATh AAKE pH(pOPMAIIUIO O TOM, KaK Thl ¥ TBOU
POIUTEITH IIaHUPYETE TIPOBECTH KaHUKYJIBL,

o BanMai CBOK peIyTalyio - ICPXKU €€ B TUCTOTC U samaBail cebe
BOIIPOC: XOTeJ OBl THL, YTOOBI IPYTHUE MOTB30BATENIN BUICIH, 9TO ThI 3arpysKaerib?
TToyMaii, PEsk/Ie YeM UTO-TO ONMyOIMKOBATE, HANUCATD U 3aIPY3HTD,

4. Ecnu Thl TOBOPHIID C JIFO/(bMH, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH
CBOE pealbHOEe UMS U APYTYIO JTHYHY0 MHQOpMAIMK: MMi, MECTO KUTEJbCTBA,
MECTO y4eOBl U Ipodyee;

s Us6erait pasmermenus pororpapuii B HTEpHETE, I'IE THI HM300paKEH
Ha MECTHOCTH, II0 KOTOPO# MOXHO OIIPEIEIUTH TBOE MECTOIIOIOKEHHC,
6. IIpy pErvcTpaliy B COLMAILHOU CETH HEOOXOQUMO HCIIOIB30BAThH

CJIOXXHBIC napomd, COCTOAIIME U3 6}7KB u HI/I(i)p U C KOJIUYECTBOM 3HAKOB HE MCHEC
8,

s st couManbHOM CETH, IIOYTBl M JPYTHX CaliTOB HE00XOIMMO
HCIIOJIB30BATH pa:sﬂme mapoJin. TOT)IEI €CJIn T€65{ B3JIOMAKOT, TO 3JIO}’MBIIIIJI€HHI/IKI/I
[I0Jy4aT JOCTYII TOIBKO K OJTHOMY MECTY, @ HE BO BCE Cpasy.

DIeKTPOHHBIE NEHLIH

JIIEKTPOHHBIE TEHBIH - TO OUEHb YIOOHBIH crioco0 IUTaTeKeW, OIHaKO
CYIIECTBYIOT MOIIEHHHKH, KOTOPBIC XOTAT HOIY4UTh STH JCHBIU.

DIIEKTPOHHBIE JIEHbIM HOSBHINCH COBCEM HEIaBHO M UMEHHO H3-32 STOTO BO
MHOTHX I'OCyJapCTBax 0 CUX IOp He IMPOIMMCAHO IIPO HUX B 3aKOHAX.

B Poccru jxe OHU QyHKIMOHUPYIOT M 0 HUX yrKe IPOIMCAHO B 3aKOHE, T/IC X
pa3feNAOT HA HECKONBKO BHJIOB - aHOHMMHBIE U HE aHOHHMHBIC. Paszuuiia B TOM,
YTO aHOHUMHBIE - OTO Te, B KOTOPBIX pa3periaeTcs IPOBOAUTH OICpalHH 0e3
UIeHTH(OUKALINY [101b30BaTeNsd, @ B HEaHOHUMHBIX uneHTH(OUKAIA 10Ib30BaTEl]
ABIISIETCS 00s3aTEIBHOM.

Taroke CIEAYET pasIMyYaTh OJIEKTPOHHBIE (HATHBIC [CHBIH (paBHBI
roCyJapCTBEHHBIM BalIOTaM) M OJICKTPOHHBIC HeuaTHBIE IEHBIM (HE DPABHBI
rOCYHapCTBEHHBIM BATIOTAM).



OcCHOBHBIE COBETHI IO 0e30macHoi padoTe € 3JIeKTPOHHBIMH JCHBIAMH:

1. [IpuBsSKM K cyeTy MOOWIbHBEIT TenedoH. DTO caMblii yHOOHBIH H
GBICTpEI CTIOCOO BOCCTAHOBUTH JIOCTYII K CUeTy. IIpUBA3aHHBIN TENE(OH TOMOXKET,
ecsid 3a0y/ellb CBOM IUIATEKHBIA IapoNb MM 3aMJIelib Ha CalT ¢ He3HaKOMOTO
YCTPOUCTBA,;

2 HWcnons3yit omHopa3oBble naponu. Ilocie mepexona Ha YCHIICHHYIO
aBTOpH3aIlMio Tebe yke He OyHeT yrpokaTb OMAcCHOCTb KPaXXH HIIH IepexBaTa
TIJIATEKHOTO MapOJLd; '

3 Bribepu crnoxkHbIM mapoib. IIpecTynHukaM Oyner He IPOCTO yraaarh
CIIOXHEIH 1Taposib. HaexHbIe apoiy - 5TO apoJid, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB ¥ BKJIIOUAIOT B ce0s CTPOYHBIE U IPOMUCHBIE OYKBBI, HU(PPBI X HECKOTBKO
CHMBOJIOB, TaKMe KaK 3HAK moiuiapa, (DyHTa, BOCKIMIATENBHBIA 3HaK U T.IL
Hamnpuwmep, $tROng!;;

4. He BBOIM CBOM JINYHEBIE TAaHHBIE HA CAlTax, KOTOPHIM HE JOBEPSCIIE.

DJEeKTPOHHAs [104YTa

DJeKTpOHHAs MOYTa - 3TO TEXHOJOIHMA U IPEAOCTABIIAEMBIE €10 YCIyIU IO
TIEPECHIIKE M TOIYYESHUIO 3JICKTPOHHBIX COOOIIEHHM, KOTOPBIC PACTIPEACIAIOTCS B
KOMIIBIOTEpHOU ceTd. OOBIYHO 9JIEKTPOHHBIA IOYTOBBIA SIIUK BBITTIAINT
CIENYIONMM 00pa30oM: UMs_IIONIB30BaTeII(@uMA_JoMeHa. Tarke KpoMe Iepenain
IIPOCTOTO TEKCTA, MIMEETCSA BO3MOKHOCTH IIepe/iaBaTh (aiJIbl.

OCHOBHBIE COBETHI IO (e30MacHoil paGoTe ¢ 3JeKTPOHHOM MOYTOM:

1. Hano BBIOpaTh IPaBUIBHBINA IOYTOBHIM cepBHC. B HHTEpHETE €CTb
OTPOMHEBIY BEIOOP OECIUIATHBIX IIOYTOBBIX CEPBUCOB, OJHAKO JIydIlle TOBEPATE TEM,
KOT'0 3HAeIllb ¥ KTO TIEPBLIN B PEUTHUHTE;

2. He ykaspiBaii B InMuHOH modte JuuHyio uH(Oopmanuio. Hampumep,
Tydiie BeIOpaTh "My3biKaabHbIN (hanaT@" wiu "pok2013" BmecTo "Temal3";

3. Hcnonb3yil AByXATAHYK aBTOPH3AIMI0. JTO KOrZa IIOMHUMO IIapojit
HY»XHO BBOJUTH KO/, IPUCHITIaeMbIi 110 SMS;

4. BriGepu cioxHBIM maposib. Jas KakIOTro MOYTOBOIO SIIHMKA JOJKEH
OBITH CBOW HAJEKHBIHM, YCTOWIUBBIN K B3JIOMY IIapOJlb;

- Ecau ecTh BO3MOXKHOCTH HamMcaTh CaMOMY CBOM JIMYHBIA BOIIPOC,
UCII0JIb3YH 3Ty BO3MOXHOCTb;

6. Wcnonap3yii HECKOJABKO IIOYTOBBIX SIITUKOB. IIepBBIA U1 4acTHOH

TIEPETIMCKU C aJ[pecaTaMu, KOTOPhIM ThI JOBEpsEIlb. DTO DIEKTPOHHBIA aipec He
Ha/I0 UCIIOJIb30BaTh MPH PETUCTPAIK Ha popyMax U cauTax,

7.  He oTkpbIBail hailnel v Ipyrue BIOKEHHA B IUChbMaX, HaXKe €CIIU OHU
IPUIILIA OT TBOMX Hpy3el. Jlydille yTOUHM Y HHX, OTHPABIAIM JIM OHU Tebe 3TH
(danbr;

8.  Ilocnme oxoH4yaHws pabOTHI HAa IOYTOBOM CEPBHCE IEpe] 3aKphITHEM
BKJIQJIKH C CAalTOM He 3a0yap HaxaTh Ha "Bt

KuOepOymuHT Uiy BUPTyalbHOE U3/IE€BATEIHCTBO



Kubepbyanuur -  MpeciIefoBaHMe  COOOIICHMAMH, — COICPKAIIIMH
ockopOeHus, arpeccHIo, 3aIyTUBAHUE; XYJIUTaHCTBO; COIMaIbHOE
OOMKOTUPOBaHKE C TOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHbBIE COBETHI 10 0pbie ¢ KnOepOyITUHIOM:

1 He 6pocaiics B 6oit. JIyammii crioco0: IoCOBETOBATHCS KaK cebs BeCTH
¥, €CIIH HET TOro, K KOMY MOXHO 0OpaTHThCs, TO BHAYAIIC YCIIOKOMTBLCA. Ecnu T8I
HAYHENIh OTBEYATh OCKOPOIEHMSIMH Ha OCKOpOJIEHMS, TO TOJBKO CIIe OompIIe
pa30oMoKenTs KOHQINKT, _

2. Vrpasisii cBoe# KnOeppeIry Tale;

2 AHOHUMHOCTD B ceTu MHMMas. CyIIECTBYIOT CIIOCOOB! BBLICHUTE, KTO
CTOMT 33 AHOHHMHBIM aKKayHTOM;

4. He CTOMT BECTH XyIMIaHCKHi 00pa3 BUPTyalbHOHN JKH3HH. HHTepHET

QuKcHpyeT BCe TBOM HEHCTBUS M COXPaHACT HX. VmamuTeh UX OyIeT KpanHe
3aTPYIHUTEIBHO;

=8 Co0mro1ail CBOO BUPTYaIbHYIO YECTh CMOJIONY,

6. Ursopupy# enuHu4HbBIH HeratwB. OJHOPa3OBbIE OCKOpOUTEIbHBIE
COOOIIEHN JTydllle KTHOPUPOBaTh. OOBIYHO arpeccus NPEKPaacTes Ha HaYaJIbHOU
CTaIuy,

7.  bBan arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH,
B CONMANBHBIX CETAX €CTh BO3MOXHOCTh ONOKMPOBKH OTIPABKU COOOIICHMH C
OIpe/ieNIeHHBIX aIpECOB;

8. Ecnu Thl CBUmeTeNs KubepOysmwHra. TBOM JIEMCTBHSA: BBICTYITUTH
IPOTHB IpeciefoBaTens, [OKasaTh €My, 4YTO €ro JeHCTBUA OLCHHBAIOTCA
HEraTHUBHO, IIOAJEPIKAaTh JKEPTBY, KOTOPOH HyXHa IICHXOJIOrMdecKas IIOMOMIb,
COOOIINTE B3POCIBIM O (akTe arpeCCUBHOI0 IIOBEICHUS B CETH.

MoOunbpHEIN TenedoH

CoBpeMeHHEIe cMapT(OHBI U IUIAHIIETH COACPKAT B ceOe BIIOIHE B3POCIIbIN
(QyHKIIMOHAT, ¥ Temepb OHM MOIYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU
KoMIbroTepaMu. OIHAKO, CPEACTB 3aUIUTHL UL IOJ00HEIX YCTPOUWCTB MOKA OYCHB
MaJo. TecTupoBaHue U MOKUCK YSA3BUMOCTEN B HUX IPOUCXOIUT HE TAK NHTCHCUBHO,
kak 1 [TK, To e camMoe KacaeTcst ¥ MOOMITBHBIX IIPHIIOXKEHHH.

CoBpeMmenHble MOOMIBHBIE Opay3epbl YK€ TPAKTHYCCKM  JOTHAIA
HACTOJIbHBIE AHAIOTH, ONHAKO pacIIupeHne (yHKIMOHAIa BIEYET 3a COOOH
OOJIBIIYIO CIIOKHOCTh ¥ MEHBIITYI0 3alIUIIEHHOCTb.

Jlaeko HE BCE MPOU3BOIMTENU BBHITYCKAIOT OOHOBICHUS, 3aKPHIBAIOIIUE
KPUTHUECKUE YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETDI JIJIsI 0€30MAaCHOCTH MOOHJILHOTO TeedoHa:

1. Huuero He SBIsSETCS TO-HACTOALIEMY OeCIIaTHBIM. byllb OCTOPOXEH,
BeIbh Korna Tebe IpemmaratoT OecrIaTHBIM KOHTCHT, B HEM MOTYT OBITH CKPBITHI
KaKHe-TO IUIaTHBIE YCIIYTH,

2. Tlymaii, pexae deM ormpasuts SMS, dorto mmm Bumeo. TeI TOIHO
3HAENIb, IJI€ OHKM OyIyT B KOHEYHOM HTOTE?
3. Heo6x01iM0 0GHOBILSITE OIEPAIEOHHYI0 CHCTEMY TBOETO CMapT(OHa;

4. Vicrions3yit aHTHBUPYCHBIE IPOTPAMMBI I MOOHIIbHBIX TEIE(OHOB;



5.  He 3arpyxail mpuioXeHHs OT HEM3BECTHOTO MCTOYHHKA, BEIb OHHU
MOT'YT COZIEPKATH BPEIOHOCHOE IPOrpaMMHOE O0ECIIEUEHHE,

6. [lociie TOro Kaxk Thl BBIMOENIL C caiiTa, TA€ BBOLWI JIHYHYIO
nHbOPMALIUIO, 3ali/I1 B HACTPOiKY Opay3epa U yIalH cookies;

he [Mepuoauuecku mMpoBepsi, KaKue MIaTHBIE YCIIyTH aKTHUBUPOBaHbI Ha
TBOEM HOMEpE;

8. JTaBaii cBOI HOMEP MOOMIBHOTO TeIe(OHa TOTBKO JIFOIM, KOTOPBIX ThI
3HACIIh ¥ KOMY JOBEPSEILb;

9. Bluetooth momkeH GBITH BBEIKIIOYEH, KOTJa TH KM He IMoIb3yembes. He

3a0BIBall HHOT/a TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHBIE ~ OHJIAWH-UTPHI - O9TO  KpacOYHbIC, 3aXBATBIBAIOIIMEC
pasBiiedeHys, 00BEIUHSIONME COTHH THICAY UYENOBEK IO BCceMy Mupy. Mrpoku
UCCIIEAYIOT JaHHBIM UM MHUP, OOLIAIOTCA APYr C APYTOM, BBIIOIHAINOT 3aJaHuA,
CP@KAIOTCS C MOHCTPAaMH W IOJYy4YaroT ONBIT. 3a YNOBOJBCTBHE OHM ILIATAT:
IIOKYTIAIOT JAUCK, OIUIAYMBAIOT AO0OHEMEHT MIIU IPUOOPETAIOT KAKHE-TO OIIIKH.

Bce oTH cpeacTBa UAYT Ha MOJ/IEPXKAHUE U PA3BUTHE UTPHI, 8 TAKKE HA CaMy
0€30IaCHOCTb: COBEPIIEHCTBYIOTCS CHUCTEMBI aBTOPM3AllMH, BBIITYCKAIOTCSA HOBBIC
natyd (IudpoBbIe 3aIIaTKH I IPOTPAMM), 3aKPEIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UIPaxX CTOUT OITacaThCSA HE CTOIBKO CBOMX CONIEPHUKOB, CKOIIBKO
KpaXkKi TBOEr'O HapoJii, Ha KOTOPOM OCHOBAHA CHCTeMa aBTOPH3alluK OOJBIIHHCTBA
Urp.

OcHoOBHBIE COBEThI 10 0€30IMacCHOCTH TBOEr0 HI'POBOI'0 aKKayHTa.

1. Ecnu gpyroii WMrpok BemeT ce0s IIOXO WM CcO3maeT Tebe
HEIIPUATHOCTH, 3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. Iloxxamylics agMUHUCTpaTOpaM HIPhl Ha IUIOXO€ IIOBENEHHME OTOTO
UI'POKA, JKENATEIBHO IPHIIOKUTH KaKUe-TO JOKa3aTeIbCTBA B BUIIE CKPHUHOB;

3. He yxa3siBaii nuunyro uabOpManuio B Ipodaiiie urpsl;

4. YBaxait Apyrux y4aCTHHKOB I10 UTPE;

- He ycranaBnuBaii HeoUIIHANIbHEIE TIATYU U MOJBI;

6. Hcnons3y# CIIOXKHBIE U Pa3HbIe TAPOJIH;

7. Haxe BO Bpemsl WIpbl HE CTOHT OTKIIOYaTh aHTHBHUpYC. lIoka T

HUI'paciilb, TBOH KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WIH Kpaka JTUIHBIX JTaHHBIX

OOBIYHON KpaXkel JeHeT W JOKYMEHTOB CETOJHS YK€ HUKOTO HE yIMBHIIE,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTUM 3JI0YMBIIUIEHHUKNA II€PEMECTHUINCE B
MHTEPHET, U MPOAOIKAIOT 3aHUMAThCS " TFIOOUMBIM'' IEJIOM.

Tak mosBHIACh HOBas yrpo3a: WHTEPHET-MONICHHHYECTBA WM (DUINKHT,
TJIaBHAs [I€Ib KOTOPOTO COCTOMT B TONYYeHMM KOH(DUIEHIUANBHBIX ITaHHBIX
TI0JIb30BAaTENeH - TOTHHOB U mapoiteit. Ha anrmuiickom sa3b1ke phishing unTaeTcs Kak
¢umruHT (0T fishing - peIOHAs 0B, password - apoJIb).

OcHOBHBIE COBETHI 110 00pbLle ¢ PUIIUHIOM:



L Cnenu 3a cBoMM akkayHTOM. Eciu TBI TOI03peBaeIs, 4To TBOS aHKETa
OblIa B37I0MaHa, TO HeOOXO0AUMO 3a0I0KHPOBATE €€ U COOOIIUTE aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKopee;

Z, Hcnone3yii Oe3omacHble BeO-CaiThl, B TOM 4YHCIIe, HHTCPHET-
Mara3uHOB U ITIOMCKOBBIX CUCTEM;
3. Hcronb3yi cioXHbIe U pa3Hble mapoiu. Takum obpaszom, eciu Tebs

B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA IOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
poUITI0 B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3noManu, TO HEOOXOAMMO MPEeIyIpequTh BCEX CBOHUX
3HAKOMBIX, KOTOpEIe H0OaBiIeHkbl y Te6s B IPy3bix, O TOM, 4TO TeOs B3JIOMANH U,
BO3MOXXHO, OT TBOET'O UMEHU OYIIET pacchlIaThCSA ClIaM U CCHIIKMA Ha (DUITMHTOBHIE
CaWTHI;

o YcranoBu HagexHbH mapois (PIN) Ha MOOMIBHEBIN TenedoH;
6. OTxiIr04M coXpaHeHHe mapossi B Opaysepe;
o He oTkpsiBail Gailiel M ApyTHE BIOKEHUSA B MHUChMaX, JaXe €CIIM OHU

IOPUIIA OT TBOUX Ipy3eH. Jlydie yTOYHH y HUX, OTHPABILLIN JIA OHM TeOe 3TH
(aiinbl.

ITudporas pemyrtanus

ITudpoBas permyTaiys - 5To HeraTUBHAS WK MO3UTUBHAS HH()OpMAIWs B CETH
o Tebe. Kommpomerupyromas uHboOpMarius, pa3MerieHHas B UHTEPHETE, MOXKET
CEPBE3HBIM 00pa3oM OTpasUTbCs Ha TBoeW peanbHOW ku3HU. "[udposas
pemyTanua’ - 3To TBOM UMUK, KOTOPBIH GopMupyeTcs w3 HHPOpMaIu o Tede B
HUHTEpHETE.

'TBOE MECTO JKMTENhCTBA, yd4eOB, TBOC (MHAHCOBOE IONOXKCHHE,

0COOEHHOCTH XapaKTepa ¥ PacCKasbl O OJM3KUX - BCE 3TO HAKAILIMBAETCS B CETH.

MHorue MOpPOCTKM JIETKOMBICTIEHHO OTHOCATCS K ITyONMKAIIMH JIMIHOH
uH(popManuu B MHTepHETE, HEe TIOHUMAs BO3MOMKHBIX IOCIENCTBUH. TH maxe He
CMOJKEIIb NOTAAaThCs O TOM, 4TO (oTorpadus, pasMelleHHas 5 JIeT Ha3az, cTaja
IPUYIHMHON OTKa3a NPHHATH Tebs Ha paboTy.

KommenTapuu, pasmenenue tBoux dhotorpaduil u Apyrue TeHCTBHA MOTYT
HC HCYC3HYTh NaXKe ITOCIIE TOr0, KAK Tl UX yIANUIIb. ThI HE 3HACIIH, KTO COXPAHMII
3Ty MH(OPMAIHUIO, IIOTIajIa M OHa B MOMCKOBBIE CHCTEMBI H COXPAHMIACK JIH OHA, a
ITIABHOE: YTO MOAYMAIOT O TeOe OKpPY’KaIoIIHe IFOAM, KOTOPBIE HAWAYT ¥ YBUIAT
10. HaiiTn mHopManuo MHOro JeT CIyCTs CMOXET JI000H - Kak U3 J0OPHIX
MOOYKIEeHUH, TaK ¥ ¢ HAMEPEHHEM [PUIUHUTE BpeJl. DTO MOXKET OBITH KTO YLOIHO.

OcHoOBHBIE COBETBHI 110 3aUIUTE HU(POBOH PenyTAIMH:

1. [omymaii, mpexze yeM YTo-TO IyOIMKOBATh U IEpeNaBaTh y cebs B
Osore WK B COLMANBHOMN CETH;

2. B HacTpolikax mpoGuis yCTaHOBH OIpaHHYEHHs HA IPOCMOTD TBOETO
TPOMHUILL M ETO CONEPIKUMOTO, CENal €ro TONBKO "I Ipy3ei”;

3. He pasmemalf u He ykas3biBail HH(MOPMAIUIO, KOTOPas MOXKET KOIO-
00 OCKOPOIISATH MK OOMKATB.

ABTOpCKOE IpaBo



CoBpeMeHHBIE IIKOJIBHUKA - aKTUBHBIE IIOJh30BAaTE€IH LHU(PPOBOro
npocTtpancTBa. OIHAaKO MOaleko HE BCE 3HAIOT, YTO IIOIB30BAHME MHOIMMH
BO3MOXXHOCTAMH  LuppoBoro  Mupa TpebyeT coOnrofeHus IpaB  Ha
UHTEJUIEKTYaIIbHYI0 COOCTBEHHOCTb.

TepMuH "uwHTeMIEeKTyanbHas COOCTBEHHOCTh' OTHOCHUTICA K pa3iIHYHBIM
TBOPEHHAM YEJIOBEYECKOI'0 yMa, HayWHas C HOBBIX H300pETEHHMH M 3HAKOB,
0003Ha4alOMKX COOCTBEHHOCTh Ha MPOIYKTH U YCIYTH, W 3aKaH4YMBasd KHHUI'AMHU,
doTorpapusaMu, KHHODUIEMAMU U MY3bIKaJIbHBIMY IIPOU3BENEHIIMH.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha WHTEIUIEKTYalbHYIO COOCTBEHHOCTL Ha
IIPOM3BENEHUS HAYKH, JIUTEPaTyphbl U UCKyCCTBA. ABTOPCKHE IIpaBa BRICTYIAIOT B
Ka4eCTBE TapaHTUU TOT0, YTO HHTEIUIEKTyalbHBIA/TBOPUYECKHN TPYyH aBTOpa HE
OyleT HampacHBIM, IacT €My CIpaBeIJIUBBIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEr0 TpyHa, IMOJNyYUTh HM3BECTHOCTh M IpusHaHue. Hukrto 6es3
paspemieHus aBTOpa HE  MOXET BOCIPOM3BOLUTL €r0  IPOM3BELECHHE,
pacnpoCTpaHATh, IyOJUYHO JIE€MOHCTPUPOBATh, IIPOJAaBaTh, HMIIOPTHPOBATE,
IyCKaTh B IIPOKAaT, ITyONMYHO WCIONHATH, MOKA3hIBATH/UCIIONHATh B 3(hUpE HIU
pasmenaTte B IHTEpHETE.

Hcnonp3oBanue '"mUpaTCKOro" NPOrpaMMHOIO  OOECIIEYEHHsS  MOXKET
NPUBECTH K MHOIMM pHCKaM: OT IIOTEpPH NAaHHBIX K TBOMM akKKayHTaM Ji0
OJIOKMPOBKM TBOETO YCTPOWCTBA, Tlle YCTAHOBJIEHA HeNeranbHas IporpamMma. He
CTOMT TAKK€ 3a0BIBAaTh, YTO CYIIECTBYIOT JIETANbHBIE M O€CIIJIaTHBIE IIPOrPaMMBI,
KOTOpbIE MOKHO HAalTH B CETH.



